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Abstract—Visibility in an IT infrastructure is a crucial
remark that must be accounted for. When there is no visibility
in an IT infrastructure, the entire infrastructure is at a much
higher risk of suffering from vulnerabilities which can quickly
lead to threats and damage the infrastructure even more. This
leads to a question. How can you secure what you don’t know
what you have? This question is fundamental and will be the
basis of our proposal. Without proper visibility you are
essentially just protecting what you think you have. That is
the difference there. Addressing visibility in an IT
infrastructure is a great way in managing and remediating
exposed vulnerabilities that malicious actors can take
advantage of. One such approach is by using Intrusion
Detection tools. Nexpose by Rapid7 is the tool that we will
analyze and investigate whether it provides the visibility
criteria that we are looking for. This criteria involves whether
there is reporting features and vulnerability assessment that
can ensure sufficient visibility where a System Administrator
can ensure that the IT infrastructure is well protected.

I. INTRODUCTION

We wanted to first investigate how Nexpose can help ensure
visibility in an IT infrastructure. According to Rapid7
Nexpose possesses features such as real risk score 1-10 CVSS
which results in thousands of critical vulnerabilities. The
vulnerability scanner’s real risk score provides more
actionable insight. This is a feature that will surely help a
System Administrator in taking action whether to remediate
findings of a vulnerability to help ensure no vulnerability is
left exposed or unnoticed. In terms of visibility this satisfies
our criteria of reporting and an assessment where a decision
can be made whether to take action or to hold off in order to
gather more information. Nexpose evcn has a built in scale
from 1-1000 that highlights the vulnerabilities most likely to
be used in an attack. This will help prioritize and in some

ways remove pressure from decision making ensuring that
truly critical issues are addressed first. Another feature that
cannot be ignored is policy assessment. There is integrated
policy scanning which can be used to benchmark systems
against popular standards like NIST. Our criteria of reporting
and vulnerability assessment will be greatly benefitted here.
The National Institute of Standards and Technology is a highly
reputable resource here because it will ensure compliance of
any possible findings of vulnerabilities. This is also a great
way in making sure that organizations are held accountable in
handling their cybersecurity risks. In the real world
organizations must be liable in some way when they fail to
remediate vulnerabilities that have later caused a threat to
escalate and cause damage.

II. LEVERAGING VISIBILITY FOR CVE

CVE stands for Common Vulnerabilities and Exposures. It
is a list of entries each containing an identification number, a
description, and at least one public reference for publicly
known cybersecurity vulnerabilities. Vulnerabilities come in
all shapes and sizes. This is helpful when a specific
vulnerability wants to be assessed and managed. We need to
take into consideration that many vulnerabilities will score
very low on the Common Vulnerability Scoring System
(CVSS). This scoring measure simply allows for assessing the
severity of a system. If a CVE is given a high CVSS where the
max is a 10, then immediate action can be taken because the
CVSS score has determined that the system’s severity is
critical and remediation must be taken promptly. These types



of measures allow for proactive decisions to be made. For
example, now that there is visibility in the criticality of a
system from a CVE based on its CVSS, there is enough
justification in remediating this specific CVE instead of one
that scored a lower CVSS. The main point to understand here
is leveraging a tool like Nexpose which will take a CVE
template and find out whether any system in the IT
infrastructure is vulnerable.

III. THE VULNERABILITIES PAGE

The vulnerabilities page in Nexpose will be helpful since it
will cover extensive graphical information. We plan on using
this page in our report. The key areas that we are looking for
are filtering capabilities where vulnerabilities can be filtered
based on their exposure. For example we want to cover any
findings in exploitation which are vulnerabilities that are
active in the wild and are publicly known. The difficult
challenge we see ourselves encountering is whether there are
protective measures against zero day vulnerabilities. We are
looking to see whether Nexpose offers some kind of guidance
or protective measures to ensure that an IT infrastructure does
not suffer from zero day vulnerabilities which are unknown to
the security community and are typically in the wild ready to
be exploited at any given moment. Having a clear visibility on
how a zero day vulnerability can be exploited is a great way in
preparation for when the zero day vulnerability becomes
publicly known. This will achieve both remediation and allow
for organizations to decide on what plan of action to take on
the recent vulnerability. Nexpose offers a feature called
Exploit Exposure which can be leveraged to verify
vulnerabilities to focus on remediation tasks on the most
critical gaps in security. The benefit in using the Exploit
Exposure feature is that it increases awareness in finding out
whether for the discovered vulnerability there is an associated
exploit. Something to keep in mind however is that although
the required skill level for the exploit is shown, security
cannot be overlooked regardless whether the exploit poses
very little harm or whether the exploit skill level is
rudimentary. Security should never be overlooked or taken
lightly. It is crucial to have a zero trust model or strategic
thinking when it comes to analyzing security.

IV. ZERO TRUST SECURITY MODEL

The Zero Trust security model is not just a fancy buzzword.
It is an actual strategic initiative that helps prevent successful
data breaches by eliminating the concept of trust from an
organization’s network architecture. The principle lies in the
saying “never trust, always verify”. This security model is like
a reminder to never trust everything you see. There needs to
be some kind of verification process that can prove whether
something should be trusted or not. Cryptographic protocol
schemes like digital signatures are a great relatable example of

verification being conducted in the background. Similarly to
ensure that vulnerabilities are being reported correctly, we will
need to analyze the Nexpose reports from the scans conducted.
An issue that can stem from scans are false positives and false
negatives. Although we are analyzing how the zero trust
security model can be used to remove trust from a network,
we must still make sure that trust is a clear benchmark in our
results. For example there needs to be trust in the results that
are conducted from the scans. False positives can be
dangerous when left unnoticed. These kinds of vulnerabilities
must be accounted for and dealt with immediately. Similarly
false negatives where a certain vulnerability is known to be
actually good and can be something like a critical service for a
company that was mistakenly classified as negative. Overall
the main idea here is to follow the zero trust model in every
security initiative but to not completely abandon trust. There
still needs to be some trust that is justifiable and helpful for
the network as a whole. A huge benefit in using the zero trust
security model comes from using the zero trust architecture. In
Zero Trust you identify a “protect surface”. The protect
surface is made up of the network’s most critical and valuable
data, assets, applications and services. They are unique to
every organization. Since it contains only what’s most critical
to an organization’s operations, the protect surface is orders of
magnitude smaller than the attack surface and is always
knowable. This protect surface is like adding a perimeter
around the surface where everything inside the surface can be
managed effortlessly without needing to struggle with finding
out whether a device is inside or outside the protected surface.
This will strengthen visibility considerably and is something
we will address more in depth. With the protect surface
identified, you can identify how traffic moves across the
organization in relation to the protect surface. Added benefits
in using the zero trust security model include understanding
who the end users are like their behavior on a device, which
applications they are using and how they are connecting is the
only way to determine and enforce policy that ensures secure
access to your data. There first needs to be a clear
understanding of all of these interdependencies. Once there is
a clear understanding then you should put controls in place as
close to the protect surface as possible. The end result of doing
this is ensuring visibility in the form of a microperimiter
around the protect surface. The microperimeter will move in
tandem with the protect surface resulting in minimal
configuration downtime needed.

V. MILESTONES AND DATES

We plan on analyzing more features on Nexpose that can
further address our problem, “How can you secure what
you don’t know what you have?”. Further we will see if
Nexpose is sufficient in addressing our problem. We will
research more features this weekend. 6/6 - 6-/7.



VI. RUNNING OUR FIRST NEXPOSE SCAN

Before analyzing additional features on Nexpose, we
decided it was best to first run a scan using the default local
scan engine. To prepare for the scan we needed to first set up
our scan environment. In order for a scan to be conducted
there needs to be something that we can actually scan! This
component is called a site. In the “What is a site?” help guide
for Nexpose, a site is defined as a collection of assets “that are
targeted for a scan.” You must create a site in order to run a
scan of your environment and find vulnerabilities. In the setup
process we created a site called CSIT560. The scan template
is used to define the scan criteria of how we want Nexpose to
go about in investigating our targets. Full audit without a web
spider is the default scan template. Since we are not scanning
any web applications there is no need for a web spider. Scan
engine is the workhorse behind the Nexpose solution that’s
performing the vulnerability assessment and then reporting
the actual results back to your Nexpose security console. Last
but not least we specified the IP address range of the test
network being my home network. The IP address range is
from 192.168.1.1 - 192.168.1.254. This will be the range
where included assets will be scanned (scan all assets within
this site).

SITE CSIT560  DETAILS

With our site CSIT560 created we were now ready to run our
first scan!

VII. SCAN RESULTS

The scan of our site CSIT560 had some interesting results.
It was able to scan 11 assets and discover 61 vulnerabilities.
The total scan time was 13 minutes and it was completed
successfully without any errors. In the Completed Assets

section we can see the IP address of each respective asset that
was identified in the scan. The name of the asset and the
operating system of each asset followed by the number of
vulnerabilities that was discovered for each asset. Lastly there
were no incomplete assets or any asset that could not be
completely scanned because they went offline.

SCAN PROGRESS/SUMMARY

The most interesting findings in our scan is the number of
vulnerabilities that were found in the
Fios_Quantum_Gateway.fios-router.home host. A total of 31
vulnerabilities were discovered for this host. This was the
asset with the highest number of vulnerabilities discovered.
There were several assets with zero vulnerabilities discovered
and a few with only 4, 2, or 1. These two pieces of
information can be classified as outliers. Something worth
addressing however is that just because an asset has zero
vulnerabilities does not mean this asset has no vulnerabilities.
Since we ran a default vulnerability scan assessment, we did
not change any of the configuration settings like implementing
a policy scanning or a more aggressive style scanning called
discovery scan. The purpose of this first scan was to see how
robust the default local scan engine is when configured with
its default settings and test it against our criteria whether or
not there is sufficient visibility in the test infrastructure of our
first scan. We looked to see if there were any reporting
features like a chart to examine why certain vulnerabilities
received a higher CVSS score or risk score. On the other hand
a discovery scan could be very useful for us because Rapid7
describes it as more aggressive and “can produce more
thorough and accurate results.” This may discover
vulnerabilities for those assets that were reported to have zero.
With the information obtained from the scan, the next plan of
action was to begin the assessment.

VIII. ASSESSMENT

The first target in the assessment was the asset that was
discovered with the most vulnerabilities
Fios_Quantum_Gateway.fios-router.home. With a total of 31



vulnerabilities discovered we felt that this was the right
decision to make considering since this asset has been
classified as an outlier for us. No other asset comes close to
having this many vulnerabilities, the second most discovered
vulnerabilities being found on my HP JetDirect printer with 20
vulnerabilities discovered. However with the 31
vulnerabilities that were discovered on my Fios home router,
this amount can be very overwhelming. What would have
happened if this number was significantly greater like 100?
This is something that was on our mind when beginning the
vulnerability assessment phase. Instead of looking at each and
every vulnerability, we focused instead on the ones that scored
a high CVSS and risk score. This was our priority first in
tackling those vulnerabilities that pose a higher risk of being
exploited and becoming an active threat to our test
infrastructure.

COMPLETED ASSETS PAGE

● 11 Assets were discovered. Last asset that was
discovered with 0 vulnerabilities is not shown here.

● Plan of action was to first assess the
Fios_Quantum_Gateway.fios-router.home asset. This
asset has been discovered with 31 vulnerabilities the
most out of all the 11 assets that were scanned.

In the Vulnerabilities section of the Assets page for
Fios_Quantum_Gateway.fios-router.home, we are greeted
with the vulnerability that scored the highest CVSS score 7.8
with a severity level of critical. The vulnerabilities are ordered
from highest CVSS and severity level to lowest CVSS and
severity level. This is very helpful in determining which
vulnerabilities should be prioritized first without having to
specify a filter or scroll endlessly! Another interesting finding
is there is a column called Exploits. Since Nexpose has the
ability to integrate with Metasploit, an open source penetration
testing framework also offered by Rapid7, this allows for
additional benefits in visibility as well as user convenience
since both resources can work in tandem under the same

developer. We can see that the first vulnerability with title
“ISC Bind: Assertion Failure in buffer.c While Building
Response to a Specifically Constructed Request
(CVE-2016-2776)” can be exploited with one or more
Metasploit modules. There is also a column called “Published
On” which is useful to know the date when the vulnerability
was officially published and made aware to Rapid7. Knowing
how long a vulnerability has been publicly known is a good
reference point because it allows for more insight to be
extracted. There will be much more information in a
vulnerability that has been published for quite some time than
a vulnerability that has been only published for a few weeks or
few months. In some ways this is both good and bad because
although a vulnerability has been published way far back
years ago like in this case, this does not mean that the
vulnerability no longer poses a threat or should not be of
concern anymore! Both old and new vulnerabilities need to be
treated the same! The reason for this is because the exploits
become publicly known meaning someone ethical or
malicious can see how the exploit works. The significant time
that a vulnerability has been publicly known is something
worth addressing because this means that many users have
already been aware of how the vulnerability can be possibly
exploited. Even if a patch were made available there still
needs to be consideration that every and any vulnerability can
damage an organization and its assets and even entire network
if taken lightly. For example when clicking on the Metasploit
icon in the Exploits column, I am able to identify the existing
threats for the vulnerability in the form of exploits. The
Source Link column shows where the exploits have been
published for the vulnerability. Next to this column is the
Exploit Skill Needed column. This is helpful in determining
remediation tasks on the most critical gaps of our security. For
example it increases both our awareness and visibility in
finding out whether for the discovered vulnerability there is
associated exploit. The exploit skill needed should be
something to keep in mind. As discussed in our paper in the
beginning, although the required skill level for the exploit is
shown, security cannot be overlooked regardless whether the
exploit poses very little harm or whether the exploit skill level
is beginner or any skill level for that matter! When we clicked
on the Source Link of Exploit Database for the vulnerability
we were taken to the Exploit Database website. There is the
ability to download the exploit as well as review the source
code. The Exploit Database is a fantastic resource for
penetration testing and vulnerability assessment. There are
even papers written by various security researchers for various
platforms which further goes into detail on how the exploits
were discovered and later tested. PoC or Proof Of Concept is
an exploit which is a non harmful attack against a computer or
network. There are examples of PoC in the exploit database
which goes to show how beneficial this resource is in



vulnerability assessment. They are explained in great detail
which further provides more clarity into how these exploits
can be exploited and used for malicious purposes. If one
cannot find anything on Google regarding an exploit for a
vulnerability then the Exploit Database is your best friend!
Our main focus after assessment is to focus on the aspects
from both Exploit Database and NIST’s National Vulnerability
Database that provide benefits and satisfy our criteria in
whether Nexpose is sufficient enough in addressing our
problem if there is enough visibility in our infrastructure.

VULNERABILITIES & THREATS SECTION FOR
ASSET

FIOS_QUANTUM_GATEWAY.FIOS-ROUTER.HOME

● Vulnerabilities are organized based on their
criticality (CVSS and Risk Score) so that
informed decisions can be made in
assessment and remediation. Higher CVSS
vulnerabilities and risk scores are placed at
the top. While those with low CVSS and
risk scores are placed at the bottom.

● Actions taken here were to investigate the
first exploit “ISC BIND 9 - Denial of
Service” from the Exploits column of the
vulnerability that is being assessed.

● A source link for both exploits are provided.
They are links to Exploit Database and
Metasploit Module which is another
vulnerability and exploit database resource
offered by Rapid7.

● The Exploit Skill Needed column is helpful
in determining how feasible the exploit can
be exploited. For example exploits with a
low skill level needed can be exploited
much more easily than an exploit with an
intermediate or high skill level needed.

IX . EXPLOIT DATABASE & NIST’S NVD

In the Exploit Database for the “ISC BIND 9 - Denial of
Service” exploit we come across several pieces of
information. The CVE identifier is given as CVE 2016-2776.
The first identifier 2016 lets us know that the vulnerability
was published in the year 2016. There is even a hyperlink
when you click on the CVE which brings us to NIST’s
National Vulnerability Database (NVD). This is an excellent
resource because it’s from a trusted prestigious institute. Not
to say that Exploit Database is not trustworthy. We felt that
having additional reference especially from an entity like
NIST goes to show how important it is to look at all angles
when researching an exploit or vulnerability. The NVD
provided even more links to advisories published from
multiple security and tech companies. This makes us feel very
confident because there may be information that was not
covered extensively by NIST where as for an advisory from a
company like Red Hat or even Microsoft can offer much more
extensive valuable information because of the published
advisory. An advisory as the name suggests is a public
announcement about a security problem either vulnerability or
exploit. They offer much more actionable information which
can come in very handy when time is of the essence. For
example they can provide actual links or downloads to a patch
or security update which can help resolve the problem of
having a vulnerable computer on a network.

EXPLOIT DATABASE ENTRY



● In addition to the CVE identifier we can also see the
EDB-ID which can be used to easily search for the
exploit in Exploit Database.

● Information about other published exploits from the
author can be found.

● The type of exploit is listed as DOS. When clicked
we can see all the DOS type of exploits in Exploit
Database.

● Lastly there is the ability to download and view raw
the exploit. The exploit was created using Python.
Below are just some lines of code from the exploit.

NIST’S NATIONAL VULNERABILITY DATABASE

ADDITIONAL RESOURCES IN THE NVD
(ADVISORIES, SOLUTIONS, & TOOLS) FOR
CVE-2016-2776

With this information we strongly believe that using Exploit
Database as a reference together with Nexpose and NIST’s
NVD provides enhanced visibility. Some key findings were
that this vulnerability cannot be exploited if the ISC BIND is
upgraded to the latest version. Nexpose offers remediations in
the form of vulnerability rollup solutions and vulnerability
solutions. The difference between the two solutions is that the
rollup solutions are of the highest supersedence. This means
that these solutions are the most recent and broad which
supersedes those that are just regular solutions. Vulnerability
solutions offers the full list of available solutions for the
vulnerability with no determination as to which has the
highest supersedence. A rollup solution can be essential when
time is of the essence especially when a vulnerability has been
ranked with a critical and high CVSS.score. This allows for
efficient remediation in terms of speed and confidence that the
provided solution will be of much greater benefit in
remediating the vulnerability as a whole without having to
rely on additional solutions! However there may be a specific
vulnerability that may require more than 1 solution. In this
scenario a System Administrator needs to decide whether the
vulnerability should be remediated right away or not. Taking a
look at the vulnerabilities page vulnerability charts we can see
two charts.



VULNERABILITY CHARTS

● Vulnerabilities are displayed by their CVSS
score and exploitable skill levels.

● The CVSS score chart displays how many
vulnerabilities fall into each of the CVSS
score ranges. The score is based on access
complexity, required authentication, and
impact on data. Score ranges from 1-10, 10
being the worst so prioritizing the
vulnerabilities with higher numbers should
come first.

● Over half (56.25%) of the vulnerabilities
discovered had a CVSS score range of 4-5.9
(27 vulnerabilities scored this range). This
was the highest percentage in our chart.

● However the most concerning part in this
chart is the percentage of critical
vulnerabilities that were discovered. A
percentage of 4.17% which comprised 2
vulnerabilities scored a CVSS range
between 8-10.

Another factor to consider here is the
Exploitable Vulnerabilities by Skill Level
chart. This chart categorizes the
vulnerabilities by their level of skill required
to exploit them. A key determination we
made is that those vulnerabilities that are
categorized as easily exploitable present the
greatest threat. The reason is because there
will be more people who possess the
necessary skills. This sets a good guideline
for the entire vulnerability remediation
phase. Remediating vulnerabilities that are
considered easily exploitable in terms of
skill level should be remediated first. Once
these vulnerabilities have been remediated
then working your way up from skill level
to skill level is a good approach here.
Having a consideration in both exploit skill
level and CVSS score is fundamental in our
approach in handling vulnerabilities as well
as addressing visibility in our infrastructure.

These charts provide justification on which
vulnerabilities to prioritize to secure the
infrastructure as efficiently and quickly as
possible. This effectively satisfies our
problem statement.

X . CONCLUSION

Increasing visibility in an IT infrastructure
is a multi faceted process. There needs to be
significant work involved from scanning to
assessment and prioritization of
vulnerabilities. We have learned that just
using Nexpose is not sufficient in terms of
remediating vulnerabilities. Even though
Nexpose offers additional resources like
links to NIST’s NVD and Exploit Database
it is not sufficient. There needs to be more
input from other sources like security
researchers and professionals. We
mentioned how Exploit Database offers
actual papers addressing specific exploits in
great detail and some even presenting a PoC
of the exploit freely available to download.
We also mentioned how companies like Red
Hat, or Microsoft and other top companies
should continue to offer guidance to those
entities that lack the resources. This
guidance can be in the form of advisories or
remediation steps like an actual security
update or patch. Nexpose taught us that
vulnerability assessment and intrusion
detection cannot be handled simply by using
fancy tools. There needs to be a team effort
in each phase from assessment to
remediation. Nexpose made us feel very
confident that although we were just
beginning to learn the tool, we were given
sufficient resources and input in making
difficult decisions like for example which
vulnerabilities to prioritize and why. The
vulnerability charts gave us a graphical
representation of what our infrastructure
faced in terms of threats. It’s almost as if the
threat landscape was presented to us and
with this information we were given the list
of vulnerabilities based on their criticality in
terms of its CVSS and risk score. This was a
feature I enjoyed very much. Although we
were unable to use the aggressive discovery
scan to see whether our scan would have
produced different results, I am very



confident that the visibility in our
infrastructure has been made much more
clearer in terms of what devices have
vulnerabilities and which ones present the
greatest threat to our infrastructure.
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